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lickin g said first fl ft encrypt and decrypt engine for encrypting and decrypting data with a 
private key uaing oflgociotivc properties of encrypting tuxd decrypting , wherein said encrypt and 
decrypt engine can encrypt an unsecured data file with a first private key into a first encrypted 
file- 

a second encrypt and d ecrypt engine for encrypting the fiist encrypted data file with 
a second private key into a second encrypted filc^ 

ii5an g said finst encrypt and decry pt engine for d ecrypting the second encrypted file with 
the first private key into athiid encrypted Be^ and 

y^\n ^ said second encrvnt flT^d decrypt engine for decryptiag the third encrypted file with 
the second private key into flie unsecured data file. 

2. (origmal) The system of claim 1, wherein the private keys contain biometric data 
identifying its user, 

3, (currently amended) A method of encrypting, decrypting and transmitting data using 
private keys for secure transmission firom a first computer to a second computer, comprising the 
steps of. 

providing xjnsecured data for transmission at the first computer, 

dnw^^nadin p an Bncrvpt and d ecrypt endne to said first compute QV^ ft <?omputer 
network f< >r encrvptipff and decrypting data: 

encrypting the unsecured data using a first private key into a first encrypted data file; 
transmitting the first encrypted data file to the second computer, 

encrypting the first encrypted data file using a second private key into a second encrypted 
data file; 

transmitting the second encrypted data file to flie first computer. 
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decrypting the second encrypted data fiile using the first private key into a third encrypted 
data file; 

transmitting the third encrypted data file to the second computer, and 

decrypting the third encrypted data file nsmg the second private key into the unsecured 

data. 

4. (original) Hie method of claim 3, further induding the step of storing the unsecured data 
on the second computer. 

5. (original) The method of claim 3, fiirther inchiding the step of verifying the validity of 
the unsecured data after decrypting the third encrypted data file at the second computer. 

6. (original) The method of claim 3, wherdn the encrypting and decrypting is perfonned 
using associative properties of encryption and decryption. 

7. (original) The method of claim 3, wherein the private keys can include digitized 
biometric data identifying its user. 

8. (original) The method of claim 3, fiirther including the step of processing the unsecured 
data after decrypting the third encrypted data file at die second computer. 

9. (currently amended) A method of encrypting and decrypting data using private keys for 
secure transmission from a first computer to a second computer, comprising the steps of: 

^»^i^.^t, ^ »ti encrvn t ^nH Hftcrvnt engine to said first rmw*f^ ov<T « computer 
tif^ ^nrlf for encrypt ing and decrypting data; 
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encrypting 



unsecured data using a first private key into a first encrypted data file at the 



first computer; 

encrypting the first encrypted data file using a second private key into a second encrypted 

data file at the second computer; 

decrypting the second encrypted data file using the fiist private key into a third encrypted 

data file at the first computer, and 

decrypting the third encrypted dato file using tt>e second private key into the unsecured 

data at the second computar. 

10. (original) The method of claim 9. finther including the step of storing the unsecured data 
on tibie second computer. 

11. (original) the method of claim 9, fijrther including the step of verifying the vaHdity of 
the unsecured data after decrypting the third encrypted data file at the second computer, 

12. (original) The method of daim 9, wherein the encrypting and decrypting is pcrfoimed 
using associative properties of encryption and decryption. 

13. (original) Tlie method of claim 9. wherein the private keys can include digitized 
hiometric data identifying its user. 

14. (original) nie method of daim 9, fiirther includiiig the step of processing the unsecured 
data after decrypting the third encrypted data file at the second compnter. 

15. (currentiy amended) A computer-readable medium comprising program instructions for 
encrypting and decrypting data using private keys for secure transmission &om a first computer 
to a second computer, comprising the steps of: 
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^^uml^Rijlin g an cnoypt and decryp t enrine to said first compter over ^ QQynp\iter 
network for ^cryptinp ^nd decrypting data: 

encrypting unsecured data using a first private key into a first encrypted data file at the 

first computer, 

encrypting the fiist encrypted data file using a second private key into a second encrypted 
data file at the second computer, 

decrypting the second encrypted data file using the fij"st private key into a third encrypted 
data file at the first computer; and 

decrypting the third encrypted data file using the second private key into the unsecured 
data at the second computer. 

16, (original) The mefliod of claim 15, wherein the encrypting and decrypting is performed 
using associative properties of encryption and decryption* 
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